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Executive Summary

This deliverable D4.1 evaluates the results of the tests specified in D3.2. The deliverable includes
data gathered from the testing operations performed at the component and integrated system levels,
and according to the test cases described in D3.2. The system validation is performed to ensure that
the requirements identified in D1.1 are fulfilled. The deliverable includes also a formal security
analysis of the proposed solutions.
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ABE Attribute-Based Encryption
C-ITS Cooperative Intelligent Transport System
CP-ABE Ciphertext-Policy Attribute-Based Encryption
CPU Central Processing Unit
IDS Intrusion Detection System



1. Introduction

The USEIT project develops data solutions that provide security and privacy for the IoT and em-
power users with the control over their data. In parallel to the implementation process, the project
conducts an evaluation of such solutions implemented in different use case settings. The deliv-
erable D4.1 presents the results of the evaluation process: first, the individual components of the
proposed solutions are evaluated independently to ensure that these components work as speci-
fied and verify the security and privacy requirements identified in D1.1, then, the interfaces and
the interactions between the components integrated together as specified in D3.1 are evaluated,
and finally the project platform is evaluated in use case settings and validated with respect to the
functional and non-functional final requirements identified in the final version of D1.1.
The deliverable is organized in two chapters associated with the identified two use cases:

• The Cooperative Intelligent Transport System (C-ITS) use case
• The smart objects use case

For each use case, the evaluation process will be performed at the component, integration, and
system levels, followed by a validation of the project platform.
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2. C-ITS use case evaluation results

2.1. Component test results

Testing is performed at low level considering only indivudal technical solutions.

2.1.1. Formal validation

2.1.2. Performance results

2.2. Integration testing results

Integration testing of interfaces between components are performed to ensure that they are com-
patible.

2.3. System testing results

Testing is realized over the entire system according to the test cases.

2.4. Validation

Evaluation at the end of system development is performed to ensure that the requirements identified
in WP1 are fulfilled.
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3. Smart objects use case evaluation results

To demonstrate the applicability of the proposed cryptographic solutions, a second use case, a
smart building scenario, has been identified in WP2 and the associated requirements have been
described. This chapter is dedicated to present the evaluation results of the project solutions with
respect to the smart building use case.

3.1. Component test results

This section presents the results of component level testing considering only individual technical
solutions.

3.1.1. Formal validation

3.1.2. Performance results

In this sub-section, performance evaluation of the implemented solutions are described, only fo-
cusing on individual components evaluated separately. The component evaluation considers two
frameworks: a basic framework comprising smart objects collecting data and an extended frame-
work involving Intrusion Detection System (IDS) probes in the network. In both frameworks,
different performance metrics targeting smart objects consumption are evaluated.

3.1.2.1. Basic framework

This section is focused on demonstrating the advantages of the SymCpAbe approach in terms of
performance. Towards this end, we compare our scheme with the direct application of CP-ABE to
protect large amounts of data. Note that, in current CP-ABE schemes and implementations, each
piece of data is protected by using a one time symmetric key, which is in turn encrypted with CP-
ABE. Thus, each ciphertext includes both the encrypted data and the corresponding Ciphertext-
Policy Attribute-Based Encryption (CP-ABE) encrypted symmetric key. Consequently, the dis-
tribution of the symmetric key is not required. Accordingly, we have considered this CP-ABE
approach, since it is widely adopted in current works, such as [1, 2]. On the other hand, it should
be pointed out that, under our SymCpAbe scheme, each symmetric key (SYMK) has associated
a lifetime (SYMKlifetime). Therefore, the corresponding CP-ABE Delegator will protect incom-
ing data as long as this symmetric key is not expired; in case of key’s expiry, a new key must be
established by performing Phase 1 again. This way, if the SYMK is obtained by an attacker, it
will only be able to recover the data encrypted with such specific key. Furthermore, note that the
SYMKlifetime is based on the number of published events in order to delimit the amount of data
that could be accessed in an unauthorized way, regardless of the CP-ABE Delegator publication
rate.

Deliverable D4.1 3



3. Smart objects use case evaluation results 3.1. Component test results

According to the entities, functionality and hardware/software components described in D3.2 for
the smart objects basic framework, we now show a performance evaluation of our proposal by
considering different practical aspects, in particular, the runtime, memory consumption and the
number of attributes of the CP-ABE access policy.

Data Event Publication Performance
This stage comprises the set of steps and operations required to protect and send the data to the
Event Storage Service (in this case, a publish/subscribe broker). Specifically, it covers Phases
1-3 in the case of SymCpAbe, while for CP-ABE, each data are protected by using such en-
cryption scheme. It should be noted that SymCpAbe results have been obtained by considering
“SYMKlifetime = 1 event”. Therefore, this can be considered as the “worst case” for our ap-
proach since Phases 1 and 2 must be performed every time a data is received by the CP-ABE
Delegator. Thus, Figure 3.1 shows the memory consumed by the CP-ABE Delegator to publish
a new encrypted data event by using both approaches. As shown, while the memory consump-
tion increases according to the number of attributes in the access policy for CP-ABE, it remains
constant under our approach since the CP-ABE encryption operation is delegated to the CP-ABE
Assistant (Phase 2). Similarly, Figure 3.2 shows the average runtime required for this stage. Thus,
in case of CP-ABE, it increases linearly (from 1105 ms for 1 attribute to 6525 ms for a 10-attribute
access policy). Note that, even for the SymCpAbe “worst case”, the required runtime grows very
slowly (from 328 ms to 857 ms for 1 and a 10-attribute access policy, respectively). Furthermore,
it should be pointed out that if “SYMKlifetime > 1 event”, the runtime would be decreased, since
the most time-consuming phase (Phase 2) is only executed when SYMKlifetime expires.
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Figure 3.1: Memory consumption for CP-ABE and SymCpAbe by the CP-ABE Delegator

Data Event Retrieval Performance
This stage comprises the operations required by Applications to get the data from the Event Storage
Service (a publish/subscribe broker) and decrypt them. In particular, it covers Phase 4 in the case
of SymCpAbe, while for CP-ABE, the Application are responsible for decrypting each data by
using such scheme. Thus, Figure 3.3 shows the memory consumption by considering CP-ABE
and SymCpAbe approaches according to the number of attributes in the access policy. While in
the case of CP-ABE the memory consumption remains constant, in the case of SymCpAbe, this
value is slightly increased. Indeed, with the direct application of CP-ABE, the Application only
needs to perform the CP-ABE decryption operation to get access the data of the event. In contrast,
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3. Smart objects use case evaluation results 3.1. Component test results
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Figure 3.2: Runtime for CP-ABE and SymCpAbe by the CP-ABE Delegator

using our approach, it should firstly contact the Key Storage Service to get the SYMK that was
used to encrypt such data. Moreover, Figure 3.4 shows the runtime required by Applications to
retrieve data with both approaches. It should be pointed out that we have considered different
cases according to the value of SYMKlifetime. As shown, only for the SymCpAbe “worst case”,
the performance of the CP-ABE approach is better, since for that case, the Application should
get a new SYMK for each received event. Indeed, when the SYMKlifetime is increased, the
performance of SymCpAbe is better than CP-ABE, as shown in such figure. This is because the
most expensive operations (i.e., getting the SYMK and decrypting it by using CP-ABE) are only
required in case that a new SYMK is used by the CP-ABE Delegator to protect the data.

1 2 3 4 5 6 7 8 9 1 0
0

0,5

1

1,5

2

2,5

3

NUMBER	OF	ATTRIBUTES

M
EM

O
RY

	C
O
N
SU

PT
IO
N
	(M

B)

CP-ABE SymCpAbe

Figure 3.3: Memory consumption for CP-ABE and SymCpAbe by the Application

According to these results, it is demonstrated that our scheme represents a more efficient and scal-
able approach than the direct application of CP-ABE when both schemes are used on scenarios
where large amounts of data need to be protected. However, it should be pointed out that the inclu-
sion of additional components gives rise to further security aspects to be considered. Specifically,
by using SymCpAbe, the CP-ABE Assistant has the keys that are used by CP-ABE Delegators to
encrypt data. Consequently, it could access the data from the Event Storage Service in case they
are required. This fact represents an inherent aspect to be considered since the users’ privacy could
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3. Smart objects use case evaluation results 3.1. Component test results
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Figure 3.4: Runtime for CP-ABE and SymCpAbe by the Application

be threatened. In this sense, we have considered the CP-ABE Assistant as a semi-trusted service
(i.e., honest but curious), so it does not confabulate with other entities to use such data with ma-
licious intent. Additionally, this service could still be authorized by the Key Storage Service and
the Event Storage Service to access both the encrypted keys and the encrypted data. In this sense,
authorization models based on our access control approach based on capabilities [3] could be fur-
ther integrated. In addition, in order to overcome the problems arising from the use of a single
entity for the CP-ABE encryption (i.e., the CP-ABE Assistant), alternative approaches based on
outsourcing CP-ABE operations could be applied, such as [4]. Specifically, in our case, the CP-
ABE Delegator would be able to outsource the CP-ABE encryption of the SYMK without the
need to disclose such key itself. However, note that even in this situation, if cryptographic opera-
tions are outsourced to more powerful entities, network overhead could still involve a significant
issue in certain scenarios.

3.1.2.2. Extended framework

The extended framework comprises a network composed of sensor devices that collect measure-
ments. Before transmitting data, sensor devices encrypt their data using Attribute-Based Encryp-
tion (ABE) schemes. Two largely known existing ABE schemes are implemented: the Bethen-
court et al.’s scheme [5] and the Waters’scheme [6]. These two schemes are extended using
pre-computation techniques as described in [7] for the Bethencourt et al.’s scheme. The pre-
computation technique allows to design lightweight variants of the two ABE schemes in terms of
Central Processing Unit (CPU) usage in exchange for more memory space. The generator param-
eters of the technique are configured as n = ne = 256 and varying k = 1, 2, 3, 6 (parameters
should be large enough to avoid Birthday attacks).

Figure 3.5 and figure 3.6 show the execution time consumed by the encryption algorithm on the
sensor device over the number of attributes in the access policy associated with the data for Bethen-
court et al’s and waters schemes and their variants using pre-computation techniques. Values are
calculated as the average over different access policies. The figures show that the execution time
increases, almost in a linear fashion, with the number of attributes in the access policy.
Figure 3.5 demonstrates that the pre-computation technique applied to the Bethencourt et al.’s

Deliverable D4.1 6



3. Smart objects use case evaluation results 3.1. Component test results

Figure 3.5: Time consumption of Benthencourt et al.’s scheme and Benthencourt et al.’s scheme
with pre-computation technique

Figure 3.6: Energy consumption of Waters’ scheme and Waters’ with pre-computation technique
scheme

scheme allows to reduce half of the execution time of the encryption algorithm, when the value of
k is smaller than 3. For value of k is 6, the Waters’s scheme is more efficient. The pre-computation
technique is more interesting when applied to the Waters’ scheme, since for a value of k of 6, the
execurition time is decreased by half, as shown in figure 3.6.
Energy consumption is of a primary importance for battery-powered sensor devices. In order to
estimate the energy consumption, we used tools provided by the Contiki OS [8]. The total energy
consumption E is computed using the following formula:

E/V = Imtm + Iltl + Ittt + Irtr +
∑

i Icitci
where, V = 3V , Im = 0.6mA, Il = 1.3µA, It = 24mA, Ir = 20mA.

Figure 3.7 and figure 3.8 show the total energy consumption of the two implemented schemes over
the number of attributes in the access policy. Values are calculated as the average over different ac-
cess policies. The two figures demonstrate that the energy consumption increases, approximately
linearly, with the number of attributes.
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3. Smart objects use case evaluation results 3.1. Component test results

Figure 3.7: Energy consumption of Benthencourt et al.’s scheme and Benthencourt et al.’s
scheme with pre-computation technique

Figure 3.8: Energy consumption of Waters’ scheme and Waters’ scheme with pre-computation
technique

Figure 3.7 shows that the Bethencourt et al.’s scheme outperforms when the value of k is larger
than 3. With lower value of k, this situation is reversed. Figure 3.8 demonstrates that the pre-
computation technique applied over the Water’s scheme achieves around 60% of gain in terms
of energy consumption. For instance, the energy consumption with pre-computation increases
with around 1mJ when the access policy has one more attribute, while with the basic scheme,
it increases with around 3mJ . The gain achieved with the pre-computation technique increases
exponentially with the number of attributes.
The runtime memory and storage management is important to assure the stability of resource-
constrained devices. As shown in TABLE ??, the code size of the encryption algorithm for each of
the four implemented schemes is around 225 to 233 kB, which is suitable for the Remote revision
B platform with 500 kB flash memory.

The main drawback of the pre-computing technique is that it requires, in addition to the algorithm
code, the storage of a sufficient number of pre-computed values. The storage space required may
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3. Smart objects use case evaluation results 3.2. Integration testing results

Table 3.1: Notations for the energy consumption formula
V The supply voltage
Im The current draw of the microprocessor when running
tm The time in which the microprocessor has been running

Il and tl The current draw and the time of the microprocessor in low power mode
It and tt The current draw and the time of the communication
Ir and tr The current draw and time of the communication device in receive mode
Ici and tci The current draw and time of other components such as sensors and LEDs

Table 3.2: Code size of the encryption algorithm of the implemented schemes
Bethencourt et al.‘s Waters‘s Bethencourt et al.‘s Waters‘s

(Bytes) (Bytes) with pre-computation (Bytes) with pre-computation (Bytes)
225879 228679 233718 232235

reach 1MB. All tuples of pre-computed values are stored in the flash memory using a micro SD
card, since the RE-Mote Zolertia revision B is equipped with an external storage.

3.2. Integration testing results

Integration testing of interfaces between components are performed to ensure that they are com-
patible.

3.3. System testing results

Testing is realized over the entire system according to the test cases.

3.4. Validation

Evaluation at the end of system development is performed to ensure that the functional and non-
functional requirements identified in WP1 are fulfilled.
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3. Smart objects use case evaluation results 3.4. Validation

Table 3.3: Functional and non-functional requirements associated with smart objects use case
ID Type Priority Description System validation

SOREQ1 NFREQ MUST Producer’s data integrity must be supported -
SOREQ2 NFREQ MUST Producer’s data confidentiality must be supported -
SOREQ3 NFREQ MUST Obtaining cryptographic keys and credentials requires strong authentication -
SOREQ4 NFREQ MUST Secure key storage -
SOREQ5 NFREQ SHOULD Secure signature (verification) outsourcing -
SOREQ6 NFREQ SHOULD Secure encryption/decryption outsourcing -
SOREQ7 NFREQ MAY Distributed cryptographic outsourcing -
SOREQ8 NFREQ MUST Collusion resistance -
SOREQ9 NFREQ SHOULD Use of scalable cryptographic algorithms beyond the use of symmetric-key cryptography approaches -
SOREQ10 NFREQ SHOULD Use of privacy-preserving signature algorithms -
SOREQ11 NFREQ SHOULD Use of flexible encryption algorithms -
SOREQ12 NFREQ MUST Policy-based approaches for defining security and privacy preferences -
SOREQ14 NFREQ MAY Use of transport layer security mechanisms -
SOREQ15 NFREQ MUST Access to platform’s data or services will be protected -
SOREQ16 FREQ MUST Access to platform’s data or services could be done in a privacy-preserving way -
SOREQ17 FREQ MUST The platform must allow publish/subscribe interactions -
SOREQ18 FREQ SHOULD Information and semantics models should be supported by the platform -
SOREQ19 FREQ MAY The platform must provide storage facilities -
SOREQ20 FREQ MAY The platform must provide analytic facilities -
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4. Conclusions

This deliverable describes the evaluation results of the testbeds associated with the two selected
use cases in the project: the C-ITS and the smart objects use cases. Following the agile method-
ology, the evaluation is performed while realizing the implementation of the proposed solutions
associated with the two use cases. In each iteration of the evaluation, the project solutions are
evaluated by checking whether they satisfy new identified requirements. The analysis of the eval-
uation results will allow to improve the solutions specified in D3.2 and the architecture of the
system proposed in D3.1.
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